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Abstract—Quantum-based sensing offers theoretical advantages over traditional classical alternatives. In the case of active
radio-frequency quantum sensors, however, there exist several
practical challenges, the most significant of which is the fast
and efficient generation of entangled microwave photons. In a
previous paper we proposed a method, called virtual modes,
for mitigating this limitation by using a distributed architecture
of quantum sensor units to synthetically increase the effective
number of distinguishable modes available for target detection.
Although this architecture was shown to incur an increase
in noise cross-contamination, we showed that judicious sensor
configurations can mitigate this effect. In this paper we examine
more sophisticated cross-noise statistical models that permit the
number and spatial distribution of sensors to be optimized to
further reduce the net detection error probability of the proposed
approach.

Fig. 1. Detection error probability upper bound  for M = 109 entangled
photon states (Pq - solid line), coherent unentangled photon states (Pl - dashed
line), and a coherent integration of classical radar pulses (Pc - dotted line),
with respect to the signal-to-noise ratio (SNR).

I. I NTRODUCTION
In theory, quantum information and quantum sensing offer
potential advantages over classical alternatives. In this paper
our interest is in quantum object-detection sensors/systems that
determine attributes of observed objects by illuminating them
with microwave photons [1]. As discussed in [2], the practical
applications of such radio-frequency active sensors are limited
by the rate at which a microwave illumination device can
generate M independent mode pairs, where M is the product
of the time length of the signal pulse and the bandwidth.
In the case of an X-band quantum sensor (approximately
4 GHz with 1 ms-length pulses) the value of M is several
orders of magnitude too small for most practical applications,
so a method for creating additional virtual modes [2] was
developed. In this paper we extend and analyze the method
of virtual modes.

where M is the number of signal pulses emitted to illuminate
the target [3]. In this paper we will approximate SN R ≈
κNs /Nb .
This formulation of detection error combines both falsepositive and false-negative cases into a single quantity. For
example, in the ideal case of high signal (i.e., the number
M κNs of reflected photon detections is large) and minimal
background noise (i.e., Nb ≈ 0), the detection error probability
approaches 0. However, as M κNs becomes very small, or as
the average number of background photons Nb (i.e., noise)
becomes very large, the detection error probability approaches
the zero-information limit of 21 , i.e., the detection is equally
likely to be real or spurious.
The detection error probability l for a coherent light sensor
is bounded by:

II. Q UANTUM I LLUMINATION
Assuming Gaussian quantum illumination, the detection
error probability (DEP) can be characterized using standard
techniques from quantum optics [3], [4]. In the low-brightness,
high-noise, low-reflectivity regime it can be established that
Ns  1, Nb  1, and κ  1, where Ns is the average
number of photons per mode, κ is the reflectivity, and Nb
is the average background number of photons. Under these
conditions, and assuming no ability to exploit knowledge of
the likelihood that a target is present or not, the detection error
probability, DEP=q , for an entangled-photon detector can be
expressed as:
 q ≤ Pq ≡

e−SN R
e−M κNs /Nb
=
2
2

(1)

e−M κNs /(4Nb )
e−SN R/4
=
(2)
2
2
Figure 1 shows the comparative performance of the three
types of sensor based on the detection error probability upper
bound. For concreteness of discussion, the key variables are
taken to have the values Ns = 10−4 , Nb = 104 , and κ = 0.1,
which are broadly within the range of typical [5]. It can be observed that in the low signal-to-noise ratio and low-brightness
regime the quantum sensor performs significantly better than
the coherent and classical sensors, which is consistent with
previously-reported results [3], [5]. However, if the SNR is
too small, then all sensors have a detection error probability
of nearly 1/2, which is equivalent to zero discrimination
capability. Similarly, if the SNR is sufficiently large then then
 l ≤ Pl ≡

TARGET

Signal
Contamination
Sensor 1

Sensor 2

Fig. 2. A system composed of two sensors will increase the number of
distinguishable modes. However, each sensor will generate photons that may
be received as noise by the other. The result of this cross-contamination is an
effective increase in the background noise experienced by each sensor and,
consequently, the net background noise of the joint system.

denominator. The relative effects of N and α on the detection
error probability of the system are depicted in Fig. 3.
It should be noted that Eqn. (3) does not represent an
effective detection probability bound for the system as a whole
and thus do not make any assumptions about how the signals
or decisions from the multiple sensors are combined/fused,
i.e., the system as a whole is treated simply as a single
virtual sensor. However, it has been shown in the traditional
radar setting that the fusion process can sometimes exploit
additional information, e.g., topological constraints, to obtain
further improvements in detection performance [7].

the detection error probability approaches zero for all sensors
and again there is no ability for a quantum sensor to perform
better than the coherent or the classical system. It can be shown
that, for the case under consideration, the optimal number of
signal pulses M is about M ≈ 109 .
III. V IRTUAL M ODES VIA D ISTRIBUTED D ETECTION AND
F USION
The number of distinguishable modes (M ) available for
a single illuminator-detector is M = W × T , where W is
the bandwidth and T the period of the signal. Assuming that
a quantum sensor operates in the X-band at 10 GHz, and
works with a 40% fractional bandwidth, then the bandwidth
is approximately 4 GHz. If the signal pulses are emitted with
a period of 1 ms then M ≈ 4 × 103 , i.e., much less than
the M ≈ 109 required in the previous example (Fig. 1). In
general, the number of distinguishable modes available in the
primary radio-spectrum bands is impractically small [2].
To overcome the constraints imposed by small M , we
propose a distributed architecture of quantum sensors for
which the effective size of M can be increased [2]. A different
approach to this problem is the use of multiple-input multipleoutput channels using beam-splitters [6].
To illustrate the virtual modes concept, consider the case in
which N quantum sensors are spatially distributed. In other
words, the system of N sensors operates with efficiency equivalent to having M N distinguishable modes, i.e., it exploits an
additional (N − 1)M virtual modes.
As N is increased, however, the effective size of the
background noise parameter Nb for each sensor will increase
due to the additional photons errantly received from the
other N − 1 sensors (Fig. 2). Letting α denote this crosscontamination fraction, the background noise is increased to
Nb + α(N − 1)M κNs , which in the large N limit leads to a
total detection error probability:
M N κNs
SN R
1 − N +α(N
1
−1)M κNs
e b
≈ e− 1+αSN R
(3)
2
2
where 0 ≤ α ≤ 1. A key fact is that the numerator of
the exponent is multiplicatively increased by the number of
sensors N whereas the cross-noise enters additively in the

π≈

Fig. 3. The detection error probability of the system is reduced with increasing
N and α  1. Conversely, as α increases relative to N the detection error
probability approaches the zero-information limit of 1/2.

Figure 4 shows the performance of a classical sensor (solid
line) and a quantum sensor system with zero (α = 0.5,
dashed line), medium (α = 0.5, dotted line), and maximal
(α = 1, dash-dotted line) cross contamination. Clearly, as
the cross-contamination increases, so does the detection error
probability.
However, a quantum advantage occurs as long as the quantum error detection probability is smaller than the classical
detection error probability: πq < πc , which means that α <
3/SN R. For the case of maximal contamination, breakeven
happens at SN R = 3, and for α = 0.5 the breakeven is
at SN R = 6. This behavior is shown in Figure 4. Notice
that, if α = 1 and SN R > 3, then the classical sensor
system performs better than the quantum sensor. Classical
outperformance of the quantum sensor is also observed when
α = 0.5 and SN R > 6.
Therefore, this analysis makes clear that there is a region
in the low signal-to-noise ratio limit where quantum sensing
augmented with virtual modes will always outperform classical
and coherent sensing, even in the presence of maximal cross
contamination.
IV. D ISTRIBUTED S ENSING N ODES
The simple two-sensor example of Figure 2 suggests that
the level of cross noise contamination can be affected by
the configuration of sensors. For example, if two sensors
are oriented in co-specular directions with respect to an
illuminated object then photons from each will contaminate the
other to a greater extent, while the signal photons received by

which results in the total detection error probability:
πq(N ) =

N
Y
i=1

πq(i) =

1 − P si
e
2

(10)

Notice that, in the specific case when the sensors are closely
clustered together with respect to the angle, θi ≈ θj ∀j and
we get:
M κNs σ
(11)
si ≈
Nb + M κNs (N − 1)σ
Fig. 4. Classical (solid line) and quantum detection error probability π as a
function of the signal-to-noise ratio for α = 0 (dashed line), α = 0.5 (dotted
line), α = 1 (dot-dashed line). Also shown is the asymptotic limit for the
detection error probability with the maximal cross contamination α = 1 for
arbitrarily large SN R (horizontal grid-line).

each sensor will be relatively small. In this and the following
section we partially address these issues through examination
of simple first-order (pairwise and symmetric-with-respect-totarget) sensor configuration dependencies.
The bistatic quantum cross section of a rectangular target
of size a is given by:
sin2 (ka (sin θs − sin θi ))
4a2
| cos θi |
2
π
(sin θs − sin θi )

σ(θi , θs ) =

(4)

where k = 2π/λ is the wave number, and θi and θs are the
angles with respect to the emitter and the receiver, respectively
[8]. By setting θ ≡ θi = θs , we obtain the cross section for a
monostatic sensor:

2
4πa4
sin (ka sin θ)
σ(θ) =
| cos θi |
(5)
λ2
ka sin θ
Let us recall that the detection error probability for a single
quantum sensor with SN R = s is given by πq = e−s /2.
Then, for N sensors with the exact same SN R we have:
πq(N ) =

N
Y
i=1

πq =

1 −s·N
e
.
2

(6)

However, assuming the same SNR for all is clearly unrealistic.
For example, in the case of two sensor located at angles θ1
and θ2 with respect to the normal of the target, we can write:
M κNs σ(θ1 )
(7)
Nb + M κNs σ(θ1 , θ2 )
M κNs σ(θ2 )
s2 =
Nb + M κNs σ(θ2 , θ1 )
This expressions conveys the idea that sensor 1 receives a
fractionσ(θ1 ) of its own signal photons and a fraction σ(θ1 , θ2 )
of the signal photons from sensor 2 which contribute to the
noise count. And similarly for sensor 2. Therefore, the total
detection error probability is given by:
1
πq(2) = es1 +s2 .
(8)
2
Similarly, for N sensors we have:
s1

si =

=

M κNs σ(θi )
P
Nb + M κNs
j6=i σ(θi , θj )

(9)

which leads to a detection error probability given by Equation
(3) for the case of maximal cross node contamination α = 1.
V. S OME C OMPUTATIONAL R ESULTS
Figure 5 shows the cross section of a rectangular target
observed close to the specular direction, i.e., it is essentially a
plate from the perspective of the sensor. Thus, we can expect a
return signal even if the sensors are off the specular direction.
We have assumed a = 0.2m and λ = 0.03m.
Figure 6 shows the respective detection error probabilities
for observations made by a system of two classical sensors and
a system of two quantum sensors in the case of a maximally
reflective plate (κ = 1). We have also used M = 108 and
the typical values Ns = 10−4 and Nb = 104 . We have also
assumed that the two sensors are at angles θ and −θ with
respect to the normal to the target. We notice that, near the
specular direction (θ ≈ 0), the performance of the quantum
system is inferior due to cross noise contamination. However,
the quantum system is superior when the location of the
sensors is moved so that the angle of observation with respect
to specular is increased. This crossover in performance occurs
when degradation due to cross noise diminishes so that the
intrinsically superior sensitivity of the quantum system yields
a net advantage over the classical system.
Figure 7 shows results for the same scenario as Figure 6
except that the assumed reflectivity of the target has been
dramatically reduced to κ = 0.025. This leads to reduced
cross noise for the quantum system and allows it to outperform classical even when its sensors are configured near the
specular direction. This suggests that the classical advantage
shown in Figure 6 is largely due to the assumption of perfect
target reflectivity (large SN R limit). More specifically, perfect
reflectivity maximizes the average information received per
photon transmitted by the classical system and at the same time
maximizes cross noise contamination of the quantum system.
Figure 7 by contrast shows that diminished target reflectivity
reduces both the advantage of the classical system and the
disadvantage of the quantum system. This results indicates
that multi-static quantum sensing could detect targets off the
specular direction much better than with classical sensors.
Figure 8 plots the difference of the classical and quantum
detection error probabilities (πc − πq ) from Figures 6 and 7
to characterize the relatively narrow regime in which classical
outperforms quantum. This is done for the case of maximal
(red) and small (blue) reflectivity. Thus, a positive value
indicates that the quantum system is better. As explained
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Fig. 5. Cross section of rectangular target near the specular direction.

Fig. 8. Difference between classical and quantum detection error probabilities
for a target with maximal (red) and small (blue) reflectivity.
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Fig. 6. Detection error probability for classical (blue) and quantum (red)
sensing for a maximal reflectivity target.

before, the classical sensor is better only in the case of
maximal reflectivity and near the specular direction. In all
the other cases, the quantum system performs better than the
classical.
Finally, in Figure 9 we show the case of the first quantum
sensor observing the target at the specular direction (θ1 = 0),
while the second is at angle θ with respect to the normal to the
target. On the other hand, the classical sensor in the specular
direction. In this case the quantum system always performs
better than the classical sensor. And furthermore, the optimal
position of the second quantum sensor is at the specular
direction, even though in this position the cross contamination
is maximal.
VI. C ONCLUSIONS
In this paper we have discussed the method of virtual modes
to mitigate the limitations imposed by practical sources of
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Fig. 7. Detection error probability for classical (blue) and quantum (red)
sensing for a target with small reflectivity.
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Fig. 9. Detection error probability for one quantum sensor fixed in the
specular direction (blue) compared to the classical DEP (red) and the optimal
quantum DEP (green).

entangled photons for distributed quantum sensing systems.
We have argued that more sophisticated analysis is required
to model the effects of sensor configuration on critical performance variables such as cross noise contamination. In
fact, we presented results showing that there are scenarios in
which a classical sensing system can outperform the proposed
quantum-based system. However, further analysis suggests that
the regime of classical superiority is relatively narrow and
that a quantum-based system can offer significantly better
performance in most scenarios outside that regime.
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